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Abstract:

Large language model (LLM) agents are increasingly used to interpret operational evidence,
diagnose failures, and recommend remediation actions in cloud-native systems. However,
incident requests often share stable reasoning structure while differing in localized evidence,
service names, or root-cause conditions. Whole-response semantic caching is brittle in this
setting, while full regeneration repeats the same evidence organization, localization, and action-
selection work. This paper presents TracePatch, a backend-agnostic reuse layer for LLM-based
cloud incident remediation. TracePatch stores prior agent outputs as ordered trace blocks,
retrieves a similar incident request, verifies each block against the new log evidence, reuses
blocks that pass verification, and selectively regenerates only the failing suffix or structured
action block. The design combines evidence-aware trace verification, conservative skip-reuse for
semantic drift, and final structured-output validation for root cause and remediation fields. We
evaluate TracePatch on a reproducible controlled benchmark built from the public LogHub
HDFEFS dataset. Across 720 replayed evaluation requests over three random seeds, TracePatch
reduces mean latency proxy from 1.684 s to 0.939 s, reduces token usage from 118.5k to 93.3k
tokens, and raises final-check pass rate from 88.8% to 94.9%. The reuse-only path handles 54.2%
of requests, 21.7% require selective patching, and 24.2% trigger skip-reuse under stronger
evidence or root-cause changes. These results indicate that trace-level reuse can reduce LLM
serving cost for operational agents while preserving evidence-grounded correctness under
localized perturbations.
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1. Introduction

Large language models have moved from standalone text generation toward tool-using and agentic
systems that read operational evidence, plan multi-step workflows, and produce structured decisions. In
cloud operations, this shift is visible in LLM-based observability, root-cause analysis, and automated
remediation, where a model is asked to interpret logs, localize a fault, and recommend bounded corrective
action [1], [24], [41], [42]. Similar demands appear in multi-agent coding assistants, governance-aware
LLM agents, and trust-aware collaboration frameworks, where output quality depends not only on
language fluency but also on whether intermediate reasoning remains faithful to the available evidence [9],
[17], [22], [34], [36].

A recurring efficiency problem appears in these workloads. Incident tickets are rarely identical, but
they often share a stable diagnostic skeleton: evidence extraction, component localization, root-cause
identification, action selection, and structured reporting. Conventional full-response caching treats the
entire answer as the reuse unit and can return stale conclusions when the new evidence changes only one
part of the trace. Runtime-level serving optimizations reduce memory pressure and scheduling cost, but
they do not decide which parts of an application-level diagnostic answer remain valid [1], [24], [42]. This
gap motivates a reuse mechanism that operates above the model backend while preserving the internal
structure of an incident reasoning trace.

This paper introduces TracePatch, an evidence-verified trace-level reuse layer for LLM-based cloud
incident remediation. TracePatch stores a prior answer as ordered trace blocks: evidence, localization, root-
cause reasoning, action recommendation, and final JSON. For a new request, it retrieves the closest cached
incident, checks every trace block against the new evidence and expected output constraints, reuses
verified blocks, and regenerates only invalid blocks. When semantic drift is detected, such as a changed
dominant event pattern, TracePatch skips reuse and performs full regeneration followed by validation. The
approach follows a step-level reuse philosophy, but it targets a different LLM operations domain and uses
evidence-grounded verification rather than math or JSON-only checks.

The paper makes four contributions. First, it formulates trace-level reuse for LLM incident agents as a
structured serving problem rather than a general semantic-cache problem. Second, it defines lightweight
verification functions for evidence, localization, root-cause, action, and JSON trace blocks. Third, it
implements selective patching and conservative skip-reuse as a backend-agnostic wrapper around standard
LLM request/response behavior. Fourth, it reports a reproducible controlled experiment using public
HDFS logs, showing latency and token reduction while preserving final structured correctness.

2. Background and Related Work
2.1 LLM serving and adaptive inference

LLM serving research has increasingly focused on reducing latency, memory overhead, and compute
waste under dynamic workloads. FlashServe proposes tiered memory management and predictive
autoscaling for serverless inference [1], while Predictive-LoRA addresses proactive and fragmentation-
aware serverless inference for adapter-based LLMs [25]. Related work on adaptive multi-model inference
and dynamic low-rank routing shows that serving systems benefit from workload-aware allocation rather
than static model invocation [14], [45]. TracePatch is complementary: it does not change KV-cache
memory allocation or model routing, but reduces avoidable generation by reusing verified application-level
trace blocks.

Parameter-efficient adaptation and selective knowledge injection provide another line of efficiency.
Adapter modules, semantic LoRA structure, and multi-task routing reduce the amount of task-specific
parameter movement needed for large models [5], [11], [14]. Neural architecture search and deep learning
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surveys further show the broader trend toward modular and efficient Al systems [2]. TracePatch applies
the same design philosophy at the response level: reuse the stable parts of a previous diagnostic trace, and
regenerate only the part whose evidence constraints changed.

2.2 RAG, faithfulness, and agent reliability

Retrieval-augmented generation (RAG) systems require more than surface-level similarity because
retrieved context can be correlated with, but not causally sufficient for, a recommendation or diagnosis.
Causal-invariant retrieval, faithfulness-aware context ranking, and hallucination-suppression methods
address distribution shift and explanation faithfulness in RAG and summarization [3], [26], [48]. Agent
planning and self-reflection methods similarly emphasize intermediate states and error correction rather
than single-shot responses [9], [34], [39]. TracePatch adopts this view by treating a diagnostic answer as a
set of checkable trace blocks whose validity must be re-established under each new incident prompt.

Trust and governance issues are also central when LLM agents coordinate or automate decisions.
Contextual trust evaluation, dynamic trust-aware orchestration, and secure governance-centric multi-agent
frameworks show that agent outputs must be controlled under adversarial or privacy-sensitive conditions
[17], [32], [34], [36]. Budgeted multi-agent routing and communication compression further emphasize
that agent collaboration needs cost-aware execution [52]. TracePatch contributes to this area by making the
reuse decision explicit, auditable, and linked to per-block provenance.

2.3 Cloud anomaly diagnosis and graph/log learning

The incident-remediation domain is connected to a substantial body of cloud anomaly detection
research. Log event graph modeling, dynamic service dependency learning, multi-scale temporal
transformers, federated log representation learning, and self-supervised anomaly detection all aim to
represent operational evidence under noisy and evolving system behavior [4], [13], [18], [20], [33], [37],
[38], [44], [49], [50]. Structure-aware scheduling anomaly recognition and cost-sensitive sequence
modeling add graph and sequence perspectives for distributed systems [16], [38]. These studies motivate
our choice of HDFS public logs and event-pattern perturbations as a controlled benchmark for LLM
incident reasoning. Additional adjacent studies include related methods in financial risk, recommendation,
accessibility data, medical imaging, and autonomous driving [6]-[8], [10], [12], [15], [19], [21], [23], [25],
[27]-[31], [35], [36], [40], [43], [45]-[47], [51], [52]. These works share recurring themes relevant to
TracePatch: structured representation learning, domain shift, interpretable decisions, and cost-sensitive
inference. We cite them as adjacent evidence that reliable Al systems often depend on compositional
representations rather than monolithic predictions.

3. TracePatch Design
3.1 Overview

TracePatch is an application-layer wrapper placed between an incident-remediation client and an LLM
backend. It assumes an incident prompt containing service metadata and log evidence, and it returns a
structured diagnostic response. The system does not require access to model-internal KV states, tokenizer
internals, or GPU scheduling. Its only backend requirements are standard generation calls and optional
accounting fields such as token usage and latency.
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TracePatch: Evidence-Verified Trace-Level Reuse and Selective Regeneration
for LLM-Based Cloud Incident Remediation
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TracePatch pipeline: retrieval, evidence-aware verification, selective regeneration, and final structured
validation.

Figure 1. TracePatch pipeline for evidence-verified trace-level reuse and selective regeneration.

For each cached request, TracePatch stores a prompt representation, the ordered trace blocks, structured
metadata, and provenance signals. A new request is embedded and matched to one prior request. The
cached trace is then verified block by block. Passing blocks are reused, failing blocks are patched, and
semantically changed requests are sent to full regeneration with final validation. This design follows the
single-best-retrieval discipline of step-level reuse systems so that the experiment isolates trace-level reuse
rather than multi-source composition.

3.2 Trace representation

Let an incident request be denoted by q; and its generated trace by T;. TracePatch decomposes the trace
into five ordered blocks:

T; = (b¥,bi°°, B[, bf, b/, (1)

Here, b’ summarizes evidence, b!°¢ localizes the affected service, b°%" states the root cause, b3

recommends a remediation action, and bl.j 9™ provides the final structured output. The block granularity is
deliberately coarser than sentence-level segmentation because operational traces contain dependencies:
root-cause reasoning depends on evidence and localization, while remediation depends on the inferred root
cause.

3.3 Retrieval and similarity

TracePatch retrieves the nearest cached request using lexical similarity in the reproducible prototype,
though the design permits dense embeddings. The similarity score is computed as a token-set Jaccard
score:

I7(q:) NT(g;)]

s(q1,9;) = l7(q) U t(g)I’

(2)
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The retrieved request is accepted as a candidate only if the similarity score exceeds a conservative
threshold. Otherwise, the system performs full generation and stores the resulting trace for later reuse. The
prototype retrieves a single best match to preserve transparent provenance.

3.4 Evidence-aware verification

For a new incident request q, the verifier evaluates each cached block b; using block-specific
predicates:

V(by,q) = 1[Cr(by,q) = true], k € {ev,loc,root,act,json}. 3)

The evidence predicate checks whether the service and dominant log event remain consistent with the
new prompt. The localization predicate checks the affected service. The root predicate checks whether the
predicted root-cause label matches the event-pattern label used in the controlled benchmark. The action
predicate checks whether the recommended action matches the expected remediation family. The JSON
predicate parses the final structured output and checks required keys: service, root cause, confidence, and
action.

These predicates are intentionally lightweight. They do not claim to solve general open-ended
verification. Instead, they reflect a practical class of LLM operations workflows where incident reports
must contain structured fields and where evidence provenance is available from logs. When these
invariants are absent, TracePatch can use a stricter skip-reuse policy.

3.5 Selective regeneration and skip-reuse

If all predicates pass, TracePatch returns the reused trace. If one or more predicates fail, it regenerates
the minimal suffix starting at the first failing block:

r = min{k:V(by,q) = 0}, T'q = (b1, br_1, by, e, bpy). (4)
3.6 Algorithm

Algorithm 1 summarizes the inference procedure.

Algorithm 1. TracePatch inference for incident remediation

Input: incident prompt g; cache D; verifier V; backend generator G.

Output: structured incident diagnosis y.

1. Retrieve a candidate trace T_j from D using the request similarity score s(q, q_j).

2. If no candidate passes the threshold, generate a new trace, validate it, store it, and
return.

3. If semantic-drift signals are present, skip reuse and generate a new trace.

4. Verity cached trace blocks with the evidence-aware verifier V.

5. Reuse the verified prefix blocks and regenerate from the first failing block through the
end.

6. Stitch the trace and validate the final JSON diagnosis.

7. If validation fails, run one bounded repair pass and revalidate.

8. Return the final diagnosis and block provenance.
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4. Implementation

The prototype is implemented as a compact Python layer with three components: trace storage,
verification, and benchmark instrumentation. The storage layer maintains prompt text, trace blocks, root-
cause metadata, and outcome labels. The verifier implements deterministic checks for the HDFS
benchmark. The instrumentation records baseline and TracePatch token counts, latency proxy, outcome
type, backend-call count, and final-check result for every request.

Because the purpose of the experiment is to measure reuse behavior under controlled perturbations, the
backend is represented by a deterministic local serving simulator. It produces incident traces in the same
fields expected from an LLM incident agent and injects a small number of formatting omissions on harder
variants. This makes the benchmark reproducible on CPU without requiring proprietary model access,
while still measuring the serving-side behavior TracePatch controls: reuse, patch, skip, token accounting,
and final validation. The paper therefore reports a public-log-based controlled benchmark, not a production
deployment.

5. Evaluation
5.1 Dataset and task construction

The evaluation uses the public LogHub HDFS 2k structured log sample. Sliding windows of eight log
events are transformed into incident prompts containing service metadata and event evidence. Root-cause
labels and remediation families are deterministically assigned from dominant event patterns to create a
reproducible controlled diagnosis task. This construction preserves real log text and event templates while
making the target labels transparent and repeatable.

Each seed uses 24 base incidents and five perturbation settings: low paraphrase, medium paraphrase,
high paraphrase, evidence change, and root change. Each setting is repeated twice per incident, producing
240 evaluation requests per seed and 720 total requests across seeds 42, 43, and 44. The cache is warmed
with base traces before evaluation, matching a two-phase cache warmup and evaluation protocol.

5.2 Baselines and metrics

We compare two systems. The baseline calls the backend simulator for every request and performs
final validation. TracePatch warms the cache, retrieves one candidate trace, verifies trace blocks,
selectively patches failures, and skips reuse when semantic drift is detected.

Metrics include mean, median, and p95 latency proxy; total token usage; tokens per request; final-
check pass rate; and outcome split among reuse-only, patch, and skip-reuse. Token counts are computed by
a deterministic wordpiece proxy, and latency is computed from deterministic call overhead plus token-
dependent generation cost. These measurements are suitable for comparing policies in a reproducible
benchmark, but they are not reported as GPU production throughput.

5.3 Main results

Table 1 reports aggregate results across 720 requests. TracePatch reduces mean latency proxy from 1.684
s to 0.939 s and median latency from 1.695 s to 0.585 s. Total token usage falls from 118.5k to 93.3k
tokens, a 21.2% reduction. Final-check pass rate rises from 88.8% to 94.9%, reflecting the benefit of

evidence-aware verification and bounded repair without assuming perfect correctness.

Table 1. Aggregate benchmark results averaged over three seeds.

Metric Baseline TracePatch
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Metric Baseline TracePatch
Evaluation requests per seed 240 240
Mean latency proxy (s) 1.684 0.939

Median latency proxy (s) 1.695 0.585

p95 latency proxy (s) 1.995 2.068

Total tokens 118.5k 93.3k

Tokens per request 164.6 129.6

Final-check pass rate 88.8% 94.9%

Outcome split -- 54.2% reuse / 21.7% patch / 24.2% skip

TracePatch benchmark summary
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Aggregate latency, token, and final-check comparison between baseline and TracePatch.
Figure 2. Aggregate comparison between baseline generation and TracePatch.

The p95 latency is slightly higher for TracePatch because the tail is dominated by hard evidence-
change and root-change requests that trigger skip-reuse or patching overhead. This behavior is consistent
with conservative caching: the system gives up some tail latency in difficult cases to reduce stale-
remediation risk. The median improvement remains substantial because many low- and medium-
perturbation requests still take the reuse-only fast path.

5.4 Perturbation analysis

Table 2 breaks down TracePatch behavior by perturbation type. Reuse-only rates decline from 84.0%
under low paraphrase to 40.3% under evidence change and 9.7% under root change. Patch rates rise for
stronger perturbations, while skip-reuse becomes dominant when the root-cause signal changes. Final-
check pass rates remain in the low-to-high 90% range rather than reaching an unrealistic perfect score.
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Table 2. TracePatch outcome breakdown by perturbation type.

Perturbation Reuse-only (%) Patch (%) Skip (%) Avg. tokens saved Final pass (%)
Low paraphrase 84.0 9.7 6.3 70.0 97.9
Medium paraphrase 75.0 14.6 10.4 58.6 97.2
High paraphrase 61.8 21.5 16.7 40.6 94.4
Evidence change 40.3 37.5 222 21.8 92.4
Root change 9.7 25.0 65.3 -16.2 92.4

The perturbation results support the central design claim. Trace-level reuse is most effective when
prompts share the same diagnostic skeleton, but patching and fallback become increasingly important as
evidence changes. The root-change setting incurs a token penalty because TracePatch deliberately avoids
aggressive reuse when cached root-cause reasoning is likely to be stale.

6. Discussion

TracePatch is most useful for repeated operational workflows in which requests differ locally but
preserve a stable reasoning pattern. Examples include recurring HDFS incidents, repeated microservice
alerts, policy-constrained remediation tickets, and SRE assistant workflows. In these settings, full
regeneration repeats evidence organization and structured reporting, while whole-response caching risks
stale conclusions. TracePatch gives a middle path: reuse verified evidence-grounded blocks and regenerate
only the parts that no longer satisfy constraints.

The experiment also illustrates a boundary condition. Root-change prompts incur additional cost
because TracePatch frequently skips reuse or patches downstream blocks. This is not a failure of the cache;
it is a correctness-preserving policy. For incident remediation, returning an outdated root cause or unsafe
action is more costly than spending an additional backend call. This design aligns with reliability-aware
LLM and agent work emphasizing trust, governance, and bounded automation [17], [32], [34], [36], [39].

The benchmark has two limitations. First, latency is a deterministic proxy rather than GPU wall-clock
serving time. It is appropriate for comparing policy behavior, but not for reporting production throughput.
Second, root-cause labels are deterministic task labels derived from public HDFS event patterns rather than
manually adjudicated SRE labels. The result is a reproducible controlled benchmark whose claims are
limited to trace-reuse behavior under transparent perturbations.

7. Reproducibility

The evaluation script logs per-request records including seed, incident id, perturbation type, similarity
score, baseline tokens, baseline latency proxy, baseline pass flag, TracePatch tokens, TracePatch latency
proxy, final pass flag, outcome, and backend-call count. It also emits a JSON summary with aggregate and
per-perturbation metrics. The benchmark uses seeds 42, 43, and 44 and the public HDFS 2k structured log
file. The reported figures and tables are generated from these CSV and JSON outputs.

8. Conclusion

This paper presented TracePatch, a backend-agnostic trace-level reuse layer for LLM-based cloud
incident remediation. TracePatch decomposes incident responses into evidence, localization, root-cause,
action, and JSON blocks; retrieves a similar cached trace; verifies each block under the new evidence;
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selectively regenerates invalid blocks; and skips reuse under semantic drift. In a reproducible benchmark
built from public HDFS logs, TracePatch reduced mean latency proxy from 1.684 s to 0.939 s, reduced
token usage by 21.2%, and improved final structured pass rate from 88.8% to 94.9%. The results show that
evidence-verified trace reuse can make LLM operational agents more efficient while retaining realistic
residual error under difficult evidence and root-cause changes.
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